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Abstract—
Rapid advances in decentralised technologies such as

blockchains have put within grasp solutions to com-
plex information asymmetry problems found in supply
chain management; and solutions which may be Pareto-
optimal and have a Nash equilibrium.
We have proposed a radical implementation of a new

supply chainmanagement architecture using blockchain
2.0, P2P storage, and RFID technologies. This implemen-
tation, called Zillerium, would further act as an infras-
tructure for a supply chain management economy with
marketplaces, price aggregation services, reputation sys-
tems, business intelligence, data mining, supply chain fi-
nance, and P2P insurance. This information economy
would use Zillerium tokens as a currency to buy and sell
services.

1. Introduction

The supply chain is a complex global network of com-
panies providingfinishedarticles andcommodities to
consumers which is managed by Supply Chain Man-
agement (SCM) architectures. Wepropose anewSCM
architecture called Zillerium which optimises sup-
ply chain integration using emerging and advanced
technologies such as RFID, blockchains, P2P storage,
smart contracts, and oraclizes.
We have designed an architecture which combats

counterfeiting, enables better stock control, lowers
costs, reduces wastage, and increases trust through-
out the supply chain. Our design especially allows
companies indevelopingnations tomore safely trade,
and provides a bedrock for a raft of new architec-
tures to be built on top of Zillerium such as ones en-
abling marketplaces, data mining, price aggregation,
P2P insurance, business intelligence, reputation sys-
tems, and better communications. These additional
architectures are outside the scope of this document,
and their mention is only to underline that Zillerium
is the basis of considerable further growth and trade.
We therefore propose a Zillerium token called the

Supply Sovereign to be the basis of the Zillerium ar-
chitecture which would be used to reward active par-
ticipation in Zillerium. This token would then be us-
able to pay for services connected to Zillerium and
using the range of Zillerium based services includ-
ing SaaS (software as a service), DaaS (Data as a Ser-
vices), APIs, SDKs, and RFID management systems.

Hence a BI provider would be able to utilise data via
Zillerium by using DaaS and paying a fee based on
time or data flow. This fee would be payable in Zil-
lerium tokens. In this way, an economy around Sup-
ply Chain Management would develop which would
extend to value chains, and consumer based systems
such as e-commerce.
The structure of this document is to introduce high

level theories which underpin the theoretical basis of
supply chain management; and then to describe the
supply chain, and aspects of it; we then will outline
some of the key elements of blockchain related tech-
nology; and finally propose our solution.

2. Information Asymmetry
Information Asymmetry refers to unequal informa-
tion available to two parties in a contract. It is part
of information economics. Information Asymmetry
is described by Gresham’s Law, signalling, and prin-
ciples of trust.

2.1. Gresham’s Law

Information in a sales of goods process is asymmet-
ric, favouring the seller [15] which gives rise to the op-
portunity that a bad seller may drive market prices
down by misrepresenting the goods they sell (Gre-
sham’s Law [14] as applied by Akerlof [13]). This im-
pact is so severe that honest traders may be forced
into insolvency by the dishonest ones and hence the
entire market is affected. The impacts of dishonesty
are especially felt in developing nations.
Akerlof considered that trust is a key factor in sale of

goods and trust may be strengthened via a guarantee
to offset the effects of Gresham’s Law.
Trust when not reciprocated drives the market to

distrust (as the trusted party is betrayed and their
trust is used against them) [16]. Therefore only when
trust is reciprocal can a market built on trust exist.

2.2. Signalling

Signalling refers to observable actions taken by eco-
nomic agents to convince the opposite party of the
value or quality of their products [17]. Therefore, we
would expect a seller to provide information to their
advantage at the expense of the buyer’s interests.
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2.3. Information

Information alone has limited impact on the sup-
ply chain but information accompanied by trust and
trustworthiness has a significant impact [12].

3. Game Theory

Game theory is the methodology of using mathemat-
ical tools to model and analyze situations of interac-
tive decision making. These are situations involving
several decision makers (called players) with differ-
ent goals. This interactively distinguishes game the-
ory from standard deviation theory, which involves a
single decision maker, and is its main focus [68] [69].
Game theory may be applied to Theoretical Eco-

nomics and Supply chain management [?].

3.1. Nash Equilibrium

Pareto - Optimal Nash Equilibrium.

4. Supply Chain Theory

Inventory cost is a significant cost to a retailer and op-
timising this cost is vital to lowering their costs. The
optimal case formaking decisions is when the retailer
has access to all information via centralised control.
But ina supply chain, there isnoagentwhocontrols it,
and each agent acts to according to their own incen-
tives and hence we have decentralised control. The
main purpose of the supply chain contract is to over-
come doublemarginalization. This may be achieved
by channel coordination: i) determine optimal solu-
tion under centralised control, ii) apply game theory
to the decentralised model and determine if a Nash
equilibrium exists, iii) match the decentralised solu-
tion to the centralised one. We refer to Chinchuluun
et. al. for this analysis [67].
Consider retailer orders xi sold at ri ; the manufac-

turer has a cost k for the product and supplies xi units
at a cost ci .

Ri = wi +βi j (w j −x j )+
(1)

Theory of Constraints
Utility Theory
Push, Pull Contracts, ADvance Option contracts
Satisficing - decision making

5. The Supply Chain

The supply chain (SC) consists of suppliers of rawma-
terials, food producers, manufacturer of finished ar-
ticles, component manufacturers, warehouses, dis-
tributors, logistics companies, and retailers. They
add value via their individual value chains and hence
the supply chain is a combination or chain of value
chains, each value chain adds value to goods [48] [46].
Virtually all agricultural, energy, and industrial

commodities must undergo a variety of processes to
transform them into consumables. These are classi-
fied as transformations in: i) logistics, ii) storage, iii)
form (eg refining) [47].
Components are used to construct a finished prod-

uct, for example electronic parts in a computer, or en-
gineparts in a car. Logistics is very expensive andcon-
sidered to be unsustainable in its current form [44].

5.1. Supply Chain Levels

The supply chain is broadly classified into 4 levels de-
scribing the level of integration.

Supply Chain Levels
1.0 Limited integration
2.0 Digital Internet Integration
3.0 Physical internet Integration
4.0 Industry 4.0 integration

The Physical Internet is an open global logistics
system founded on physical, digital, and opera-
tional inter-connectivity, through encapsulation, in-
terfaces and protocols [44]. Just as the digital internet
achieved integration via standard protocols (TCP/IP)
between heterogeneous networks, the physical inter-
net can achieve integration via standard containers
and smart objects allowing improved logistics.
Supply Chain 4.0 is defined as the supply chain

managed by Industry 4.0 Innovations, with increased
customer satisfaction [45].
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5.2. Food Safety

Food contamination is a serious problem in the sup-
ply chain accounting forwidespread illness anddeath
([54]). The WHO reported that 600 million people get
ill from food contamination.

5.3. FakeMedicines

Fake medicines have been a serious problem for
decades ([52]). Measure to combat fake medicines
include the implementation of e-pedigrees and elec-
tronic product codes (EPCs). Mackay et. al estab-
lished that blockchains could be used to: i) trace
rawmaterials in an immutable and shared e-pedigree
based digital ledger, ii) authenication by blockchain
users, iii) IoT devices to prevent fake medicines, iv)
open standards technology to enhance information
sharing.

5.4. Bullwhip Effect

5.5. Industrial Revolutions

We have observed four industrial revolutions take
place, with the fourth one impacting the world at an
exponential rate [55]. Industry 4.0 is concerned with
smart devices, nanotechnology, Internet of Things,
Industrial Internet of Things, and quantum comput-
ing.

6. Supply Chains & Currency
6.1. Appreciation &Depreciation

Currencies may be affected by actions of central
banks. As currency exchange rates change, so do
the aggregate imports and exports. We may say: A
currency depreciation should raise net exports and
therefore increase aggregate demand; conversely a
currency appreciation should reduce net exports and
therefore decrease aggregate demand [71]. This is be-
cause currency appreciations and depreciations af-
fect international relative prices of goods.

6.2. Central Banks

Central banks affect currency depreciation by buying
a foreign currency for example US dollars. The Peo-
ple’s Bank of China has done this to undervalue the
RMB against the USD [71] For example, this was done
by the central bank in China instructing large state
owned Chinese banks to aggressively buy the US dol-
lar [72].
As an example we may consider the soybean mar-

ket. RMB undervaluation has had significant effects
on the world soybean and soybean products markets
[73].

Therefore currency affects a the supply chain and so
does the role of central banks.

7. Internet of Food
As food is such an important commodity, wepresent a
section detailing the food chain and its inadequacies.

7.1. Food Chain

The food supply chain is global and complex, and de-
mands on integration are so high that competition is
seen in terms of supply chain A competing with sup-
ply chain B. Consumers now demand such high levels
of food safety that food safety is a requirement andnot
an advantage [28].
These changes and evolutions in food supply have

placed pressure on all actors to share information,
and the entire market of traceability has developed
leading to the concept of "farm to fork."

7.2. Food Traceabilty

Consumers today demand verifiable evidence of
traceability as an import criterion of food quality and
safety [30].
Traceabilty was researched by Lindh et al. [28]. It

consists of two key elements: local and chain. Local
traceability refers to tracing ingredients in one branch
of the supply chain; chain traceability refers to move-
ment of products within the entire supply chain.
To effect traceability in the supply chain is challeng-

ing and requires information integration between ac-
tors in the supply chain.

7.3. Inefficiencies

Waste can be reduced via supply chain integration
[29]. Waste is a significant problem in the supply
chain with approximately one third of all food pro-
duced for human consumption being lost or wasted
[26].

7.4. Additive Manufacturing

Additive manufacturing (AM), the process of join-
ingmaterials tomakeobjects from three-dimensional
(3D) model data, usually layer by layer, is distinctly
a different form and has many advantages over
traditional manufacturing processes. Commonly
known as "3D printing," AM provides a cost-effective
and time-efficient way to produce low-volume, cus-
tomized products with complicated geometries and
advanced material properties and functionality [34].
Although separation of product design from man-

ufacturing capabilities is a major advantage of Addi-
tiveManufacturing (AM), the impact of AM is not only
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limited to thedesignandmanufacturing stages. Inad-
dition to the freedom of design such as elimination
of design constraints, material saving, and free com-
plexity, AMoffers other potential benefits to theman-
ufacturing industry as well. One of the most imme-
diate potentials of AM is the possibility of more ef-
ficient logistics and improvement in production sys-
tems [35].
Therefore, with customizationwehave theprospect

of an infinite number of goods being accessible to the
consumer via additive manufacturing. This raises the
question of identity for the newproducts and trust re-
lated to their identity and their quality. For example, a
decentralisedAMprocess couldbe contaminated and
the consumerwould be placed at risk. Hence the trust
issue then relates to the actual process, the machines
used and the condition of them. This is how the tra-
ditional supply chain is assessed as a parallel, in that
the equipment is also part of the supply chain.

8. Supply ChainManagement
Supply chainmanagement (SCM) is themanagement
and control of all goods and information in the logis-
tics process from acquisition of raw materials to de-
livery to the customer [50]. We describe some of the
key issues hindering SCM enhancements.
E-commerce is part of SCM in terms of web e-

commerce and EDI [25].

8.1. Communication

Costs of communications in the SC are high and poor
sharing of information and data across the SC has
hampered efficiency and provided a significant bar-
rier to cost improvements and benefit to the con-
sumer. Suppliers are sharing informationbut they still
distrust information from other suppliers, and one
poorly managed supplier can impact the entire SC
due to the interdependent nature of the SC [8].
Trust is an important factor in abuyer-supplier rela-

tionship whichmay enhance performance [18]. Khan
et. al considered that real-time integration of infor-
mation systems between the buyer and supplier was
important to improving performance along with im-
proving the buyer-supplier partnership; they also dis-
covered that technological advances impacted thede-
livery of real-time information sharing systems.

8.2. Trust

Trust is defined as an expectation that an actor will
be relied upon to meet their obligations in a pre-
dictable manner and they will negotiate fairly [19].
Trust speaks therefore to future events. It is a mea-
sure of confidence that an expected action will hap-
pen. Trust is an important factor in the SC and it mit-

igates risk from opportunistic actions. Trust will im-
prove efficiency and performance in the SC.

8.3. Market Demands

SCMs gained acceptance following Forrester’s paper
in 1958 [7], and during the 1960s on-wards to the
1990s, SCM was more widely adopted. Following an
increased global market demand causing consumers
to expect lower prices and quicker delivery times [6]
pressure has been placed on SC participants to inno-
vate their SC.

8.4. Synchronization

Synchronization across the supply chain has been
identified as a step to reduce costs and meet mar-
ket demand from the supply chain [8]. Fredendall et
al. concluded that to treat the entire supplier chain
as a single entity meeting market demand would im-
prove costs andbenefit to the consumer. Such an syn-
chronized architecture would use constraints man-
agement and synchronous flow.
Information Technology would play a central role

in integrating the supply chain especially with real-
time information sharing to improve transparency
[9]. Pareto analysis has shown that an uncoordinated
SC is not efficient as a Nash Equilibrium may not be
Pareto Optimal [22].
There are a number of ways to optimise supply

chain stock and costs: 1) Quantity Discounts, 2)
Backup Agreements, 3) Buy Back, 4) Return Policies,
5) Quantity Flexibility, 6) Incentive Mechanism, 7)
Revenue Sharing. These optimisations may be ef-
fected using supply chain integration of information.

8.5. Globalization

The supply chain has greatly grown in complexity as
globalisation has increased 140 times since the mid-
1800s andworld’s populationhas grown six timesdur-
ing the same period [61].
The ownership and growth in the use of smart-

phones (more than 25% from 2013 to 2015 in many
countries [62]) is also affecting the supply chain as
users get more access to information, finance, and
buying options.

9. User Identity
9.1. Internet of Identity

The term"internet of identity"was statedas a require-
ment to counter lynchpin concerns expressed in an
MIT report following a meeting between ATT; MIT;
IBM; Mastercard; Qualcomm; and US Department of
Treasury and Commerce officials. The concerns were

4



based on a person’s or an organisation’s inability to
own and assert identity attributes [27].
The MIT report also cited that identity plays a cru-

cial role in enabled blockchain technology. Auditabil-
ity and credibility are needed to form robust and
trusted identities.

9.2. Identity Management Systems

A number of identity management systems are avail-
able usingblockchain technologies, suchasuPort and
shocard [40] [41].
uPortworks via a proxy smart contract in Ethereum,

and that address is the user’s unique 20 byte string
which is persistent andglobal. Interactionswithother
smart contracts are via the proxy contract and the
user’s private key; hence the user’s identity is known
to other contracts.

10. Product Identity

10.1. GS1

GS1 is a neutral, not-for-profit, international organ-
isaion that develops global standards and solutions
to improve efficiency and visibility of supply chains
across industries [42]. The Aberdeen Group discov-
ered that of 100% of top performers only 20% had full
compliance to GS1 standards, and 80% maintained
just 25% compliance.

10.2. Barcodes

One-dimensional (1D) bar codes have existed since
the 1970s, and they typically refer to a key in a
database.Two-dimensional (2D) barcodes increase
the capacity of 1D barcodes [64]. 3D barcodes have
developed too.

10.3. RFID

RFID and NFC have gained widespread adoption due
to their capability to act as a ubiquitous computing

tool [65]. The cost of RFID is high compared to bar-
codes but costs are predicted to fall as cost in micro-
electronics and low-power semiconductor technolo-
gies drop.

11. RFID

AnRFID systemuses radio frequency (RF) to commu-
nicate between receivers and transponders. An RFID
systemhas threebasic components: i) tags (transpon-
ders), ii) readers (receivers), and iii) a database [49].
There are three types of tags: active, semi-active, and
passive. Passive ones are the most popular as they do
not require a power source and they are the lowest
cost ones to make.
RFID technology implemented on the supply chain

has been far more effective than barcodes ([?]): accu-
racy, reliability and efficient are all improved. There
are some problems with RFIDs related to cost (higher
than barcodes), interference when numerous tags are
read, and privacy invasion. Also metals and liquids
may disrupt RFID signals.

11.1. Barcodes

RFIDs are superior to barcodes. Barcodes have lim-
iteddata storagecapacity andare susceptible to coun-
terfeiting ([52]).

11.2. Matryoshka Implementation

The Matryoshka concept proposed by Gaith et. al.
([49]) may counter some of these problems. Their
proposal consists of classifying tags by levels, and as-
signing a mute/un-mute function to prevent various
RFID tags being read and hence interfering with the
reading of large numbers of tags.
Under the Matryoshka implementation goods are

all tagged, and then tags assigned to pallets, and then
finally to the container of the pallets. Therefore, there
are three levels of tags. The lower level ones aremuted
after being read and they are linked to the higher level
tags.
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11.3. Large-Scale Systems

Since the cardinality of the products can be extremely
large, collecting the tag information directly from
each of those tags could be highly inefficient. Zheng
researched large-scale RFID systems using compact
approximators to reduce for scans [66].

11.4. Authentication

Authenication may be achieved by using crypto-tags
with secret keys. But these tagsmaybe resource inten-
sive for the RFID system and also they may be com-
promised by side channel attacks [53].

12. Blockchain Ecosystem
12.1. Permissioned and Permissionless

Blockchains may be permissionless (open to every-
one) or permissioned (controlled access).

12.2. Transparency

Presently many companies maintain their own pro-
prietary database systems which are not shared with
other companies. A blockchain implementation
would allow a company to use data which was shared
by all participants of the blockchain. If a permis-
sioned one were used, then the blockchain could be
private. Such an implementation would negate the
need for companies to maintain their own databases
and hence they could significant cost reductions.
The blockchain also provides greater transparency

and hence issues such as notary and provenancemay
be confirmed.

12.3. Sybil Attack

A sybil attack is one based on an entity forging multi-
ple identities to subvert a network [23].

12.4. Zero-knowledge

Zero-knowledge proofs are proofs under which is a
method by which one party (the prover) can prove to
another party (the verifier) that a given statement is
true, without conveying any information apart from
the fact that the statement is indeed true.
Everything is provable by zero-knowledge proofs

[24].

12.5. Hash

A hash function takes as input an arbitrarily long doc-
ument D and returns a short bit stringH. The primary
properties are ([36]):

• Computation of Hash(D) should be fast and
easy, e.g. linear time.

• Inversion of Hash should be difficult, e.g., expo-
nential time. More precisely, given a hash value
H, it should be difficult to find any document D
such that Hash(D) = H.

• For many applications it is also important that
Hash be collision resistant. This means that it
should be hard to find two different documents
D1 and D2 whose hash values Hash(D1) and
Hash(D2) are the same.

A hash is a cryptographic primitive.

12.6. Hash Pointer

A hash pointer is pointer to the storage location of
some data and also a cryptographic hash of it the data
[37]. Since hashes are collision free we can confirm
the data was not changed by checking the hash was
not changed.

12.7. Hash Chain

A hash chain is the successive application of a crypto-
graphic hash function to a piece of data. Hence is we
have some data (s) andwe have aHash function, then
h1 = H(s), andh2 = H(h1) [38]. As the hash pointer to
the previous element is stored in the current element,
if one link in the chain is changed, the hash pointer
will be invalid and hence the change will be detected.

12.8. Merkle Tree

Amerkle tree is a data structure to store hashes of data
elements to forma rootwhichmay thenbe checked to
confirm the integrity of the all the data elements. To
construct this tree, we can consider a data elementDi

in a collectionof data elementsN. Ifwe split thepopu-
lationof elements intopairs and then recursivelyhash
the pairs we will eventually get just one hash [39].
For example, if we had 10 data elements, we can

create 5 pairs and then 5 hashes. We duplicate the
last one tomake an even number of hashes, and hash
again to get 3 more hashes. Then we repeat to to 2
more and then finally one hash. Therefore, the entire
data structure of 10 elements (transactions) may be
reduced to just one hash.
If we have two sets of transactions we wish to com-

pare to ensure they are identical then we may just
compare the root of their respective merkle trees to
confirm they are identical.

12.9. Blockchain

The blockchain is made up of blocks and each block
has a header which has a merke tree root. This may
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be used to confirm that any two blocks have the same
data. This concept is then applied to store the hash
of the block and the header in temporally later blocks
and hence a chain of blocks are created which are
integral. This creates the immutably characteristic
which is widely associated to blockchains. Simpli-
fied Payment Verification (SPV) is an implementa-
tion constructed from just headers and hence just the
merkle tree root is used in verification that a transac-
tion exists via an merkle path.

12.10. Private Key

Aprivate key is a randomnumber. It is hashed to form
a public key which then hashed again to form an ad-
dress for the blockchain [39].

12.11. Trust

Blockchain represents a technology innovation that
enables transparent interactions of parties on a more
trusted and secure network which distributes ac-
cess to data. Although the technical components
have been in existence for decades, blockchain qua
blockchain is a novel, resilient, and ubiquitous ap-
proach to data, transaction analytics and networks. It
holds the potential to address inefficiencies, reduce
cost, unlock capital, improve trust in societal fabric,
and open new business models. It also could acceler-
ate the growthof the informal economyor even crimi-
nal elements of societies, complicating efforts of gov-
ernments to provide security and safety to their citi-
zens. Like any new technology, it holds the potential
for good and for harm, and benefits from an enlight-
ened, informed, and ethical application by its users
[63].

13. Blockchain Enterprise
The limits of ethereum were discussed by Marek
Laskoswki ([33]) and he underlined the need for an
Enterprise Ethereum. The Enterprise Ethereum Al-
liance (EEA) was founded by Accenture, Banco San-
tander, BlockApps, BNY Mellon, CME Group, Con-
senSys, IC3, Intel, JP Morgan, Microsoft, and Nuco,
with a view to provide enterprises with resilient se-
cure systems and a robust controls environment un-
der Ethereum.

13.1. Offchain Solutions

The scaling inabilities ofwell knownblockchains such
as Bitcoin and Ethereum are well documented [31].
Solutions for this problem were led by the Lightning
Network team [32] in 2015, and more recently by
Brainbot Technologies with the development of the
Raiden Network.

13.2. Raiden

Raiden is a technology that leverages off-chain state
networks to extend Ethereum with properties for as-
set transfers: i) Scalable: it scales linearly with the
number of participants (1,000,000+ transfers per sec-
ond possible) ii) Fast: Transfers are confirmed and fi-
nal within the fraction of a second iii) Confidential:
Single transfers dont show up in the global shared
ledger iv) Interoperable: Works with any token that
follows Ethereums standardized token API v) Low
Fees: Transaction fees can be 7 orders of magnitude
lower than on the blockchain vi) Micro-payments:
Low transaction fees allow to efficiently transfer tiny
values Technology
The technology enabling this is similar to the pro-

posed Bitcoin Lightning Network. The basic idea is
to switch from a model where all transactions hit the
shared ledger on the blockchain (which is the bottle-
neck) to a model where users can privately exchange
messages which sign the transfer of value.
Raiden uses a network of p2p payment channels

and deposits in Ethereum to preserve the guarantees
expected from a blockchain system.
Raiden is implemented as an extension to

Ethereum. A Raiden node runs alongside an
Ethereum node and communicates with other
Raiden nodes to facilitate transfers and with the
Ethereum blockchain to manage deposits. It offers
a simple API which makes it easy to use Raiden in
DApps.

13.3. Raiden Applications

Micropayments for content distribution: Alternative
to Paywalls, Ads and Subscriptions. (Figure a decen-
tralized youtubewhere the creators of a video are paid
for every second watched) Decentralized M2M mar-
kets: especially in IoT where tiny chunks of band-
width, storage, cpu time, energy, sensor data, etc. can
be traded.
Frictionless Token Systems: Game Tokens, Reward

Tokens, Private Currencies API Access: Accessing and
monetizing APIs on a per use basis is at the core
of the upcoming Machine-to-Machine economy Fast
Decentralized Exchanges
Complementary to EthereumVitalik Buterin: "State

channels are an important technology that has the
potential to greatly improve the scalability and pri-
vacy of many categories of blockchain applications;
in conjunction with sharding and other privacy-
preserving cryptographic technologies, they are an
important ingredient in helping decentralized sys-
tems to achieve the properties that mainstream indi-
vidual and institutional users expect and deserve."
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14. Zillerium Solution
14.1. RawMaterial

14.2. Component

Components are used to build a finished articles.
Components have their own supply chain. To show
how Zillerium would treat data about components,
we consider an example. PartNumber 36309000 iden-
tifies the Digital Controller from Grohe. This item is
a component of the 36292000 but we have no fur-
ther breakdown of the 36309000. Often suppliers do
not reveal their sources of components or they do not
know them.
We propose storing in P2P storage component de-

tails in sufficient detail to identify them.

14.3. Product

A product is an article which is manufactured to sell.
A product may certain defining characteristics, such
as a description, photograph, technical drawing, part
number, spare parts, ingredients list, list of the mate-
rials used in its construction, weight, size, certificates
of approval (eg CE), links to other products, brand
name, installation guides, and other similar details.
This level of detailwill vary dependingon thenature

of the product and the nature of the manufacturer.
Ifweconsider anexample, of aGroheproduct called

- F-digital Veris F-Digital Digital controller for bath
or shower - with part number 36292000 and an EAN
4005176894640, we find that a wealth of information
is available. The table shows the components making
up this product.

Components
1 MOTOR 42337000
2 retaining ring 47765000
3 Thermostatic compact

cartridge 3/4
47881000

4 Solenoid valve 42340000
5 Non-return valve 47753000
6 Digital Controller & Re-

mote Controller
36309000

7 Connection wire 47727000
8 Transceiver 36356000
9 Plug power supply 230 V 65790000
10 Plug power supply 110-

240 V
36078000

11 Uninterruptible power
supply

36394000

12 Connection wire 65815000
13 Socket Spanner 19332000
14 Holder plate for Digital

Controller
40710000

This main unit consists of 14 components. When
the consumer buys 36292000 and gets all the compo-
nents.

In our solution, the component list, and all details
are recorded on a P2P storage system such as Swarm,
or IPFS. A product identity is created and stored from
key defining information, such as brand and part-
number. The hash of this key data is the Universal
Product Identifier (UPI).
TheUPI is used to define the catalogue entry for this

item.
A part often has options such as colour, finish, size,

and these would all generate a new UPI.

14.4. Catalogues

Finished products are described in a product cata-
logue. A catalogue is therefore a collection of prod-
ucts from a particular brand. Catalogues are impor-
tant for retailers who will have contractual rights to
sell a particular brand. If for example a retailer is en-
titled to sell Grohe products (thousands of products)
[57], then the retailer could list all the products at an
e-commerce solution provider such as Shopify [58] or
via the retailer’s ownwebsiteusingaContentManage-
ment System [59].
Aswehave alreadydefinedhowproduct detailsmay

be stored on P2P storage storages and identified by a
UPI, we can then store all UPIs in a Merkle Tree for a
certain brand, to obtain a root hash which is for the
entire brand catalogue. This tree may be distributed
to retailers who can then immediately confirm the
entire catalogue is genuine (by comparing the root
with a known root sent under contractual conditions)
and also the entire tree defines the UPIs for the brand
which enables the retailer to find all the UPI data and
all the CMS data on P2P storage. This is an example of
Data as a Service (Daas) [60].
Therefore, a retailer may be able to immediately

build a CMS via DaaS and by using established ser-
vices such as Shopify may very quickly build an en-
tire e-commerce selling service at low cost and very
quickly, and also without the need to employ spe-
cialists in software development. Additional services
could filter data based on contractual conditions, so
that the retailers sells only certain more profitable
items and this opens the door to a range of additional
services to filter data.
In this design, we store UPI data which is hashed to
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form a root hash, which is then appended to a UBCI
(Universal Brand Catalogue Identifier) with a version
number, which consists of the hash of brand key data
with the catalogue identifier (root on the Merke Tree)
and a version.
If an attacker changed the UBCI it would be de-

tected on the blockchain. Hence if a retailer knows
the version number, and key identifiers (hashes) sent
via a secure means under contractual conditions, the
retailer has access to all the catalogue data which is
immutable, shared, and global.

Data Definitions
UUI Universal User Identifier
UPI Universal Product Identifier
UPD Universal Product Data
UBI Universal Brand Identifier
UBD Universal Brand Data
UBCI Universal Brand Catalogue

Identifier
IPI Instance Product Identifier

14.5. Tracking Products

A product moves through the supply chain and in
each segment of the SC, value is added by a respec-
tive value chain. The movement would be recorded
by RFID scans, which generate a transaction stating
the location of the product. Therefore, we can obtain
the following:
Location Txn = Time, IPI, UUI, Location
This txn data forms part of an event chain which is

recorded.

14.6. RFID Volume

One of the key challenges in processing RFID data is
volume.

14.7. Blockchain Volume

We propose using the Raiden Network to handle the
volume of transactions generated in the SCM.

14.8. Blockchain

14.9. Oraclize

Zillerium provides access so the SCM can access KPIs
such as stock levels. The Oraclize [11] can record and
respond to queries. If a supplier sells an item, then
the sale could be record by a transaction or a deliv-
ery scan and this is feed into the Oraclize and then
recorded. The SC Blockchain has data relating to the
product and theproduct sale. For somedataapermis-
sion restriction could apply. The UI has event listen-
ing and all NSCs are updated when there is a change
in the blockchain.
Just as the nodes in a blockchain get blocks of data

to confirm consensus, a similar concept with a differ-
ent context applies to the SC in which NSCs all get ac-
cess to KPIs on the SC and some of this data will be
repeated (at least for two NSCs).
Hence, we are applying a similar consistency prin-

ciple to the blockchain design. If nodes in the SC had
differing information, then a real world error would
have happened (eg goods not delivered but invoiced).

14.10. Data & IPFS

Wepropose using data designs already established by
Mediachain [3] (open source at github). IPFS has cer-
tain characteristics and data in IPFS is: immutable,
implemented in reverse-linked lists, and serialized to
CBOR.

15. Tokens
The fundamental purpose of Zillerium is tomove SCs
to Pareto-optimality with a Nash equilibrium.

15.1. Supply Sovereign

Each SC player may gets benefit from a transaction
(selling) and a loss from buying. The difference be-
tween buying and selling is the gross profit. The sell-
ing price is driven by a market price but the buying
price is affected by a price in the SC and subject to na-
tional factors elsewhere.
This creates risk. We propose create a SC token to

reduce this risk, so buying and selling would be in a
SC token.

15.2. Asset Class

We recognise a new asset class - Supply Chain Effi-
ciency.

9
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15.3. Example

Information integration is a key element to making
that happen. Therefore, participants who assist Zil-
lerium in reaching it main purpose will be rewarded.
The degree of reward will be calculated based on the
degree to which others are affected and how much
further optimisation they achieve (eg lower costs, bet-
ter customer service).

Therefore, weapply the theories inContract Theory,
Utility Theory, Game Theory, Information Economics
to determine the degree of benefit and this is quanti-
fied in tokens.

As an example, it is known that transparency im-
proves efficiency. If therefore, a manufacturer in
China open up its products to RFID tagging, that
would be a benefit to others. Hence themanufacturer
would receive a reward. The reward paid in tokens
would be calculated by the impact of that action on
the rest of the supply chain and calculated using in-
formation economics. If the action caused retailers to
gain enormous benefit and generated higher profits,
then the reward would be high.

Zillerium will charge transaction fees, and hence
the increased volume would enrich Zillerium. There-
fore, under this example, themanufacturer sellsmore
goods and earns more profit, Zillerium gets more in-
come from more transactions, and the retailers get
more benefit, and the entire market grows.

Similarly providers could add services to Zillerium
which when used would be rewarded. The resulting
economy would be one based on optimising supply
chain management as shown in the figure.

16. Summary

17. Conclusion
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